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Executive Summary

This deliverable D1.7 — Quality Assurance, Risk Assessment and Contingency Plans, second version
— presents quality assurance and risk management procedures adopted in the project IANOS. It
outlines a framework for assessing the quality structure as well as the deliverables produced by all
the project partners. The present deliverable is an updated version of Deliverable D1.6 with the same
title.

The detailed Risk Management plan defines clear guidelines on how to identify and classify the risks
in terms of type, impact, likelihood and imminence. With all these defined, it determines the Risk
Zone into one of four colours depending on the severity of the risk. This helps to easily identify the
risks that can impact the project the most. From the identification provided by the partners, all the
risks with more impact to the project already have implemented or ongoing mitigation measures
drafted by the responsible parties.

The risk register is a living document for all the partners to update as frequently as needed to ensure
that risks are managed on time and proper mitigation measures can be applied to minimize the impact

in the project.
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2 InNOS
1 Introduction

In large scale research project with several partners coming from all over Europe, it is important to
guarantee that the outcomes of the research meet the quality standards and the impacts defined in the
Grant Agreement.

In this deliverable D1.7 — Quality Assurance, Risk Assessment and Contingency Plans, second
version — presents IANOS’ plans and structure to ensure the quality of the work developed by the
consortium. The risk methodology is detailed to guarantee the harmonisation of the risk identification
and classification throughout the project. It aims to define clear guidelines in risk classification and
ensure the alignment of the Project Coordinator, Project Steering Committee and WP and Task

leaders.

The first chapter of this deliverable introduces the main objectives of the document as well as its
relationship with other tasks. The second chapter defines the quality assurance plan of the project.
The risk management process is explained and detailed in the third chapter while the definition of
the mitigation and contingency plans are defined the fourth chapter. Finally, the fifth chapter details
all the identified risks and mitigation actions of the project, and the conclusions are presented on the
sixth chapter. In the Annex, one can find the risk matrix template used by all partners to keep track

of identified risks.

This deliverable needed some inputs from the Project Management Handbook from Task 1.1 where
the project management structure is defined as well the quality assurance procedures.
Moreover, Task 1.3 and its deliverables are linked to Tasks 5.2 and 6.2 since they are related with

Ameland and Terceira Deployment Plan and Risk Management.

2 Quality Assurance Plan

IANOS Quality Assurance Plan aims to ensure the consortium is regularly meeting all the project’s
objectives and expected impacts described in the Grant Agreement. Moreover, the Quality Assurance
Plan focuses on guaranteeing that IANOS’ outputs are aligned with agreed protocols and standards

as well as ensuring that internal and external communications are aligned with IANOS’ vision.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 5
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The Project Management Structure presented in D1.1 — Project Management Plan — and shown in
Figure 1, describes all the consortium bodies that form the Project Steering Committee. The
Regulation & Standards Manager (RSM) plays a crucial role in the Quality Assurance Plan since it
is responsible for quality and timely delivery of required reports, along with identification of main
areas of possible risks and promotion of appropriate contingency activities. Additionally, the RSM
is also responsible for assuring that all the reports conform to a common format and identity. Work
Package (WP) Leaders are also essential to ensure project’s quality as they are responsible to manage
the progress of their WP deliverables.

Along with the RSM, WP Leaders assure that deliverables and other reports are submitted on the
expected delivery due dates and are subject to the quality review procedure involving two reviewers
per deliverable with a goal of having a first reviewer involved in the task and with right expertise to
provide content-wise evaluation, and a second reviewer, a partner not involved in the task capable of
providing a more high-level revision. The reviewers’ list per deliverable is published on the project’s
Sharepoint.

To facilitate the reviewing process and ensure the delivery on time, the consortium will proceed with
the following timeline, considering MX as deliverable deadline:

. 12 weeks to MX: main author concludes Table of Contents;

. 10 weeks to MX: main author identifies partners’ needed contributions and facilitate this
process by creating a shared online document;

. 8 weeks to MX: main author provides the deliverable to the WP leader, outlining its status in
terms of major missing contributions;

. 6 weeks to MX: all missing contributions solved together by WP leader and author. Content

is ready to be polished-up and integrated in its final version;

. 4 weeks to MX: main author concludes deliverable and sends it back to first reviewer;

. 2 weeks to MX: main author integrates first reviewer inputs and sends it back to second
reviewer,

. 1 week to MX: main author integrates second reviewer inputs and shares final version with

the Project and Technical Coordinators;

. MX: Project Coordinator submits the final deliverable in the H2020 portal.

Moreover, WP Leaders also communicate any identified risk to the Project Coordinator (PC) as well
as notify in any situation where a partner is not fully complying with its agreed duties. In case there
is some deviation of what is in the Grant Agreement, WP leaders should inform the PC, who should
discuss possible changes in the Grant Agreement with IANOS’ Project Officer (PO).

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 6
under grant agreement N° 957810
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Figure 1 - IANOS Management structure

The work plan per WP displayed in D1.1 are planned to be updated every three months by the WP
leaders and sent to the PC who will accept or not the proposed changes. In case the updates are

accepted, the most updated version should be presented at the Project Steering Committee meetings.

Both Project and Technical Coordinators are responsible for following, regularly, WPs’ progress.
Furthermore, to guarantee the success and quality of work of demonstration activities in Ameland
and Terceira, a particular attention should be given for WP5 and WPG, respectively.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 7
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3 Risk Management Plan

Risk Management undertakes a crucial role in the project management structure since it supports the
path towards a successful completion of project goals. Risk Management should be led by each WP
leader together with the Regulation & Standards Manager, the Project Coordinator, and the Project
Steering Committee. Every risk has a Risk Owner, who is the responsible for managing the risk and
will be the focal point for the respective risk. Normally, the Risk Owner might be the Task Leader,

the WP Leader or other project members.

All Risk Management activities are listed in a Risk Register (Annex 1), stored in the project’s
Sharepoint which is a tool for reporting risks and its respective mitigation measures, amongst other
factors. The Risk Register is a crucial tool for Risk Management since it gives a clear and detailed
overview of all the risks that might impact the success of the project.

The Regulation & Standards Manager and the Project Coordinator are responsible for reviewing and
updating the Risk Register every 6 months, while Risk Owners need to continuously update the
information regarding the respective risk. In order to facilitate this process, Risk Workshops are
organized, which consist of physical meetings or videoconferences to discuss and revise the status of
the risks previously identified in the Risk Register and to update with the new risks and new
mitigation measures. All Risk Owners and WP Leaders should be present in the Risk Workshop, as
well as the partners involved in the risks.

The Risk Management Process applied in IANOS project is aligned with ISO 31000 standard [1] and
accordingly consists of 4 main parts as it displayed in Figure 2. The Risk Register is compliant with
the Risk Management Process and it is essentially a way of registering all the activities of the Risk

Management Process in a unique document.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 8
under grant agreement N° 957810
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Figure 2 - IANOS Risk Management Process
3.1.1 Risk Assessment

This step provides inputs to decisions by understanding risks, their causes, consequences and their
probabilities. The Risk Assessment applied in IANOS project is in line with ISO 31000 standard and

accordingly divides itself into three stages: Risk Identification, Risk Analysis and Risk Evaluation.

3.1.1.1 Risk Identification

Risk Identification is the process of finding, recognizing, and recording risks with the goal of
identifying what might compromise the achievement of the objectives of the project.

Although there are specific partners dedicated to risk management, risks could be identified by any
project member at any given time. However, they should go through the Task Leaders as risk owners
and then to the WP leaders as part of overall WP responsibility in the respective boards with the

Project Coordinator. The risks identified should be reported in the Risk Register.

3.1.1.2 Risk Analysis

Risk Analysis requires understanding the risks and determining the impact and the likelihood of the
identified risk events.

The information gathered in the Risk Identification process will support risk owners, site managers
and the PC in performing the Risk Analysis. Since all the risks are analysed with the same
methodology, risk analysis allows to facilitate the process of prioritizing actions and thus start
addressing the highest-level risks.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 9
under grant agreement N° 957810



&2 1ANOS

In the Risk Analysis, a qualitative analysis is performed according to risk’s impact in the project and
the likelihood of the risk event to occur.

Concerning risk’s impacts, Table 1 ([2] and [3]) proposes a classification for different impact types
such as Cost increase, Time increase, Scope change, Quality reduction and Operation Failures.

Very High >40% increase | >20% increase | Project end | Project end item | Major
item is | is useless operational
useless accident
High 20-40% 10-20% Change not | Unacceptable Significant
increase increase acceptable to | quality reduction | operational
the sponsor accident
Medium 10-20% 5-10% Major scope | Quality Irreversible
increase increase change, reduction operational

requires PO’s | requires sponsor | failure

approval approval
Low < 10% increase | < 5% increase | Minor scope | Minor  quality | Operational
change reduction failure
Very Low Insignificant Insignificant Scope Quality Minor
change in cost | delay in | decrease degradation operational
schedule barely barely noticeable | impact
noticeable

Table 1 - Classification of the impacts

Regarding risk’s probability, it is proposed the following classification:

Name Description

Very High |Event highly likely to occur

High Event likely to occur

Medium Event possible to occur

Low Event unlikely to occur

Very Low | Event highly unlikely to occur

Table 2 - Risk probability classification

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 10
under grant agreement N° 957810
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After assessing the impact and likelihood of the risk, the risk level should be determined according

to the risk matrix shown in Figure 3. There are 4 risk zones:
e Green: low risk level
e Yellow: medium risk level
e Orange: high risk level (critical zone)

e Red: very high risk level (critical zone)

Impact
Probability Very Low Low Medium Very High
Very High 11 16 20
High 7 12 17
Medium 4 8 13
Low 2 5 9 14 19
Very Low 1 3 6 10 15

Figure 3 - Risk classification matrix

Moreover, the risk analysis should also specify the imminence of the risk. As it shown in Table 3,
this category shows if the risk is already present or if it will be soon.

Imminence Description

Present Risk is already present and is likely to continue until mitigated
Imminent Risk will likely occur within the next 3-6 months

Close Risk will likely occur within the next 12 months

Remote Risk will likely occur within the lifetime of the project

Table 3 - Risk imminence description
3.1.1.3 Risk Evaluation
Risk evaluation uses the results from the risk analysis to make decisions about future actions. In Risk

evaluation, appropriate strategies to address the risk are proposed as well as possible mitigation plans.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 11
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Every risk whose risk level is in the orange or red zone of the risk matrix (Figure 3) is considered a
critical risk and should be communicated to the Regulation & Standards Manager (RSM), the Project
Coordinator and the Project Steering Committee to assure a rigorous and continuous monitoring.
Critical risks will be closely followed by the RSM, the Project Coordinator and the WP Leader.
Moreover, the WP Leader is responsible for communicating with the risk owner of the critical risks
to be continuously updated regarding their status and be able to present those updates in Project
Steering Committee meetings. Regarding risks which are not located in the orange and red area, the
WP leader should also follow them closely to assess if they change the risk level and if they require
a different treatment. All the risks should have a mitigation plan, however critical risks require a
more extensive description.

Concerning risk’s imminence, every risk that moves from being imminent to present needs to be
raised immediately to the WP Leader and the Project Coordinator. Additionally, informing the WP

Leader earlier is recommended.

3.1.2 Risk Treatment

This step consists of selecting and applying the most appropriate strategy from the ones defined in
Risk Assessment to mitigate the risk and reduce as much as possible the negative impact on the
project. This selection will be performed by the Project Coordinator together with the Risk Owner as
well as with other relevant partners if required. Mitigation actions need to be initiated and followed
up by the respective Risk Owner, who coordinates with the responsible partners and the WP Leader,

who subsequently coordinates with the PC.

3.1.3 Communication and Consultation

Successful risk assessment is dependent on effective communication and consultation with
stakeholders and project members. This step ensures that the interests of stakeholders are understood
and that all project members are aware of the risks of the project. Accordingly, project risks, mainly
critical risks, are presented in Project Steering Committee meetings to keep all the consortium

partners informed.

3.1.4 Monitoring and Review

Risk Management is a continuous and iterative process, therefore risks need to be monitored and

reviewed on a regular basis to assure all the assumptions, mitigation actions and results from risk

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 12
under grant agreement N° 957810




&2 |IANOS

analysis still remain valid. Accordingly, Monitoring and Review consists of verifying the compliance
with the mitigation plan defined, assuring the implementation of risk response measures, determining
the effectiveness of these measures as well as identifying any changes that could impact and change
the risk level. Monitoring and Review is performed by the respective Risk Owner who is responsible
to assure that the deadlines for the mitigation measures are respected and to perform a periodic
revaluation of the risk. The Risk Register should be updated every 6 months, however this time can
be adjusted for some risks if required.

All consortium partners, WP Leaders and the Project Coordinator are responsible for the risk
management procedure to guarantee that all kind of risks are identified and well managed.

An initial risk assessment was already performed during the proposal stage, identifying project and
WP’s risks and proposing mitigation plans. Nevertheless, the risk assessment is an ongoing process
and therefore it needs to be continuously updated. Accordingly, during IANOS’ Kick-Off meeting
the two LHI ecosystems together with the horizontal partners, performed two separated workshops
to complement the initial risk assessment of the proposal and further develop the mitigation plans as
of the start of the project. This focused mainly on the deployment plans of all the technologies that
are going to be installed and its monitoring process.

According to what was described in previous sections, the responsibilities for the different stages of
the Risk Management Process are represented in Figure 4. Once the risk is identified, the Risk Owner
communicates to the WP Leader who informs the Project Coordinator and the LH Manager in case
the risk is related with demonstration activities. Subsequently, the Risk Owner along with the Project
Coordinator and the LH Manager, if applicable, perform the analysis of the risk by assessing risk’s
imminence and its impact and likelihood. Afterwards, the Risk Owner, together with the Project
Coordinator, the WP Leader and the LH Manager, if applicable, propose possible mitigation plans
and strategies to manage the risk. Critical risks and respective mitigation actions are presented in
PSC meetings and to the RSM. Once mitigation plans are decided by the Risk Owner, the PC and the
LH Manager, if applicable, the Risk Owner follows closely the implementation of the mitigation
action and informs the WP Leader of all the updated. Finally, the Risk Owner is responsible to
monitor and revise the status of the risk as well as to communicate with the relevant partners of the

project.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 13
under grant agreement N° 957810




o e o

Identification

Risk Owner WP Leader

Project
Risk Owner + rojec

WP Leader

Treatment

Analysis

Project

Project LH Manager
Coordinator +

Risk Owner

Coordinator (if applicable)

LHM .
e Evaluation

(if applicable)

Project LH Manager
Coordinator R (if applicable)

I

For critical Risks

Risk Owner

LH Manager
Coordinator (if applicable)

Project Regulation &
Steering Standards
Committee Manager

Communication & Consultation

Monitoring

Risk
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There are different types of risks that could arise in a project and therefore they can be divided in
different categories according to their nature. The risks considered in IANOS project will be the
following:
e General Risks:
This type of risk comprises all management and dissemination risks of the project such as
issues with partner’s performance, existence of disagreement or lack of cooperation among
partners.
e Technical Risks:
These risks represent all the risks coming from project’s implementation and test phases as
well as risks related to the integration of the technologies demonstrated at pilot sites.
Moreover, Technical Risks also include all risks that might compromise the commitment of
the requisites of the Use Cases of the project.
e User-Related Risks:
These risks involve all the risks that come from the user such as lack of community
engagement or data privacy protection issues.
e Business Risks
This type of risk covers all the risks related to the success of business models, the replicability

activities as well as project’s and partner’s reputation.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 15
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4 Mitigation and Contingency Plans

The definition and implementation of mitigation measures and contingency plans are a key steps
towards a successful risk management process since they are crucial to reduce the impact that risks
might have on the schedule, cost, quality, and operation of the project.
There are different approaches to address risks which consequently influence the type of mitigation
actions applied:
e Eliminate: Implement a measure in order to eliminate the risk;
e Accept: Assume the risk, no major changes are performed to manage the risk;
e Avoid: Instead of eliminating the risk, eliminates the cause of the risk by adjusting project
requirements (funding, schedule, or technical requirements).
e Control: Implement measures to minimize the impact and the likelihood of the risk in the
project;

e Transfer: Reassign or share risk’s responsibility to another stakeholder;

The procedure for implementing mitigation actions should go through the following stages:

e Definition of Mitigation Measures:
In Risk Evaluation, mitigation measures should be defined by the Risk Owner and other
relevant partners to minimize the impact of the risk in the project. In case the measures imply
any change in the scope, budget, schedule or quality of the project, they should be discussed
and approved in the next Risk Workshop and PSC meeting.

e Implementation of Mitigation Measures:
Each mitigation action should have responsible partners. The Risk owner should assure the
action is performed as expected and inform the RSM and the PC of any unexpected
occurrence.

e Risk Review and Monitoring:
Linked to the Monitoring and Review Stage, after the implementation of the mitigation
measures there should be a continuous monitoring to guarantee that the approach chosen to

manage the risk was met and that the risk is managed.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme 16
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wP2_9 T2z Dec-22 May-22 Municipality can negative affect the CNR General High Medium Orange Frezent |in particulat by identify 2 key person [PM) who will be responsable CMNR rz0 In progress
partecipation of stakeholders For the lAMNDS activities and link with the stakeholders
WP3 1 WP3 Sepe2t Sepe2! |=zues that may arize dus o conflicts amongst UBE General High VeryLow Yellow Remote W Ieade.r will try o zolve them through bilateral conversesions BE 1-m0nt}? a.Fter_risk Mot started
— the partners and meetings on a WP level materialization
Lack of adequate actual datafinfarmation from Information from other sources such as academic research papers
pilats and technalogy providers o conduct LCA For similar [not neceszarily identical] and manuals from 3rd L-manth after risk
wP3 2 T Sep-21 Sep-21 and LCC analysis. For the LCA and LOC analysis| CERTH | Technical High High Orange [ Present |commersial technalogy providers san be considered. In same CERTH materialization Started
it iz necessary toingert real values from assets cases customized CERTHICPERI databaze will be used az a
in the pilot sites repository.
Lack of engagement of actors in the crowd-
i icip ati User- 1-month after risk
wP3 3| T2 Sep-21 Sep-21 equity platform. The particip aticn of _ CERTH Medium | Medium | Yellow | Femote |Stakeholder engagement methods could be utilized CERTH " aE Mot started
- stakeholders in the crowdfounding platform is of related materialization
critical importance
Integration and interoperability problems of the
different components to create the energy . . . .
Cloze collaboration amaongst the partners for the solution of this 1-month after risk
wP3_ 4 T3z Sep-21 Sep-21 planning & transition Decision Support Toolset. LEE Technical [ YWeryHigh | Medium “fellow Close iesue 9 P UEE materialization Mot started
Problems arizing during the components
integrations process
Security and data privacy protection issues that
id bg . i 'i ith UEEI ati U LAMOS will work. closely with the DPOs to ensure that data and 1 th after risk.
could be in conflict wi regulations. zer- -month after ris
WwWP3 5 WF3 Grant Agreement Grant Agresment . . g . All High Medium Orange Femote  [personal information will be kept secure, processed fairly and All R Mot starked
- Froblems may arize regarding security and data related . . . Mmaterialization
. . . LawFully and will not be at rizk of misuse.
privacy during the data collection process
Underestimation of IAMDS resources ta realize
the proposed solutions in the contest of WE3. In . N . A :
Iterative design and development methodology with prioritized 1-month after risk.
wWP3 6 WP3 Grant Agreement Grant Agreement | case that the proposed in the contest of WP3 Al Technical | Yery High Low COrange Cloge . - 9 P % P All - Mot ztarked
- . functionalities, materialization
solutions, need more resources than those
identified in the pro=al phase
Lack of adequate level of input From external to
WS tasks. Interdependencies from other tasks UEE Contact the corresponding partrers to request explanations about 1-mionth after rizk,
WwWP2 7| W Sep-21 Sep-2l esist in tasks aorass the WP Insuffiencient " | Tehnical | VeryHigh | Low Orange | Remote arrespending p 9 P LUBE, CERTH " anE hot started
- . CERTH the proposed input materialization
input from those tasks, endangers the level of
quality of the deliverables of WFP3
Ditficulty for the ESE to support all Inoluement of all relevant technical partners to provide a modular L-manth sfter risk
wP4 1 T41 Sep-21 Sep-21 communications and data brokerage functions ETRA Technical High Low “ellow Imminent |integration of compaonents through data adaptors and AF1s to ETRA materialization Mot starked
with iVPP components support an Agile software development process.
Foor performance of the demand and Ongoing benchmarking and verification of performance metrics 1-month after rigk.
wWP4 2| T2 Sep-21 Sep-2l pe ° " CERTH | Teshnical |  High Low Yellow | Imminent | oS 9 1o CERTH " anE Mot started
= generation forecasting algorithms with real telemetry data For early detection of underperformance. materialization
Poor performance of the energy segmentation Ongoing benchmarking and verification of performance metrics 1-month after risk.
WP 3| T4 Sep-2t Sep-21 P g4 =g CERTH | Techrical | Medium | Medium | Wellow | Imminent | 1002 9 1o CERTH " anE hot started
l algorithms due to accuracy of input data with real telemetry data For early detection of underperformance. materialization
Centralized Dispatcher does not perfarm as Use of scientific methods to evaluate schedules and dispatch L.rmonth after risk
wWP4 4 T44 Sep-2l Sep-21 anticipated P s ENG Technical | Medium | Medium wellow | Imminent | deviations from the optimum. Continuously adaptation and fine THO marerislization Mot starked
tuning of the respective algorithms.
Oganizational izsues and conflicts amongst the WP leader will try to solue thern through bilateral conversesions 1-month after risk.
WP4 5| wPs Sep-21 Sep-21 ganizat g CERTH | Genersl | High | Yerylow | Yellow | Remote =rwiltny g CERTH e Mot started
l partners in the contest of WP4 and meetings on a WF level materialization
Fartners will use best practices to prevent interoperability thrust
Interoperability issues between ICT components il ing the d P . i P " 1 F;‘ ! N 1 th after risk.
while azzeszing the design specifications For each component. -month after ris
wP4 b WP4 Sep-21 Sep-21 that have been built on heterogensous All Technical | Yery High Low Crange Imminent a an =p P All Mot started

frameworks

Interfaces, exchange Formats ete. will be defined and tracked in
cooperation with all relewant technic al partners.

materialization
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Delayin data gathering Far the support of User. Use of scientific methods to identify inaccurate or missing data. L-manth after risk
wWP4_7 WP4 Sep-21 Sep-21 . All Medium High Orange | Imminent |Use of synthetic data, estimations and assumptions bo not stall the All o Mot started
software development activities Fielated materialization
software development process.
Dielay in the development of the i(WPP crozial Praject coordinatar directly sontact with technoloagy providers to
components for the integration of all . " . understand what are the needs for the testing phaze and
WP+ Aug-22 Sep-22 ETRA Technical | WeryHigh | YeryHigh Frezent EDF Dec-22 Started
WPI‘—B o P technaologies and consequent testing and yHig yhig deployment, and directly contact with the team dewveloping the iVFP
deployment to ensure all components needed are being prepared
The grid connection is being realised. Close contact with the grid
TidalKite qrid sonnection is now being realized operator [Liander]is kept. & subcontractor is used that is
wWPs 1 T81 Jul-21 Sep-21 . g " E SGH Technical | Wery High Law Orange Preszent | prequalified to waork, with and on Liander assets. Timely installation SOH End of the task. Started
- despite the previous obstacles, . S
of the hardware and commissioning of the connection is
implemented bo leave ample time o cater for delays.
A meeting iz planned to discuss the financing and planning of the
AHPD praject s stopped 3t the mament and roject. Tghe F;annin resented at that meeti wilrmake glear
wWP5_2 TE2 Jul-21 Sep-22 may compromise the realization of the Use Bareau Technical | WeryHigh | YeryHigh Present projest. P 9 p. " . 9 I Bareau End of the task. Started
- L whether there’s a poszibility bo have a digester realized in time to
Cases within |ANOS. . . . 3
still be able to Fulfill the promises in the Grant Agreement.
The development team has been expanded o engure the continuity
of the te.am.
Feeflex development is now on track without The mean viable product has been almost completel
wWP5 3| T2 Jul-21 Septi21 P TMO | Technical | Medium Low Yellow | Present | P Pty THD End of the task Started
- delays. implemented.
Clear interfaces have been defined with other partners [Repowered
and hleroa) which have been tested as part of O5.3.
. " . . EDF and ather partners
Ensure with the partners suppliers of various equipment to be . -
Dielays in carrying out tests involving the installed an the island of Terceira the availability to schedule in respansible for Risk acoured. Impact was
T Sep-21 settiz EDF Technical Low High ‘fellow Frezent supplying the equipment by the end of 2021 mitigated and not
WPB—1 P equipment ta be installed on Terceira island 4 cooperation with LAEELEC the testing and verific ation af PPl . 9 U 4 g. L
. to be installed for the significant.
conformity of manufacture .
uaNous use cazes
Diifficulties derived from alowflate adhesion
process of the residential segment customers User- . Seweralreunions were made with te sters with a succes rate ower EDF,EDA, RGA and
TEE Sep-21 Sep-21 UMIMOY A High Wery Low Femote by the end of 2021 Started
WPE_2 P P o ensure the integration, installation and Fielated 9 ! 952, 8l needed testers were gathered, LIRIPOY & 4
monitoring of the equipment in a timely manner
Lack of suppart and monitoring of the operation User To ensure the involvement of the different EOA local structure s in
WPE 3 TE 4 Sep-21 Sep-21 and individual performance of each final EDA Frelat -d High Low “ellow Remote | the support and Follow-up of the operation, cooper.ating with the EDA by the end of 2021 Started
— elate
customer adhering to the project customers in the search for the best performances
Insufficient feedback collected from end-users Organize several with end . prepare Feedbach
- ) User- ) ) dant = wih Prep UNINDYA, EDP, EDA,
W'PB_4 TES Sep-21 Sep-21 during demonstration phase to be used For the LIMIRJCY 2, Frelated High Medium COrange Remote | formsin close co-operation with end-users, repeat end-user RGA by the end of 2022 Mot started
evaluation process. Feedback collection procedure if needed.
Insufficient space of the houses inchoosen ta Uszer- By the end of 15t quarter
WPE_H TE.2 Sep-21 setf22 P EDOF Medium | WeryLow Femote  [Houses have been vizited and every house had sufficient space EDF, EDA, RGA 4 1 Started
- deploy Fielated 2022
- Mozt households allready have an intelligent Hot 'Water Heating
Insufficient thermal storage for the household User- EDF, EDA, RGA, By the end of 15t quarter
wWPE B TEZ Sep-21 = e 2 SURARMF Medium Wery Low Femate  [equipment that will zerve as a backup for the thermal storage. This 4 q Started
- needs Fielated . : " N SUNAMPE 20zz
technology will only be deployed in places like this
EDF and other partners
. . . . . . responsible far
Solutions may not be suitable for the izland's Improwe the index protection of the solutions. Technolo: By the end of Februan
WPE_7 Te4 Sep-21 setf2l . 4 EDA Technical High Medium COrange Femote P ) . P . . ) A supplying the equipment 4 4 Started
- harsh climate providers were informed. Stll no equipment was installed, . 2023
to be installed for the
uarious use cazes
EDF and other partners
Local service providers may not have the Technical support from salutions providers and auditing the wark, rezponsible far Buythe end of 1st quarter
WPB_B TEZ Sep-21 seti2Z knowledge toinstall the diferent project Cleanwatts | Technical High Low "ellow Femate  [developed. All local service providers will be closely informed of all | supplying the equipment 4 028 1 Started
solutions the knowledge needed. to be installed For the
various use cases
Complicationsfdelays with transport the Anticipated planning. A transport and deployment plan was By the end of 1st quarter
WwWPE_9 TES Sep-21 setfzz y e 2 i Cleanwatts | General High Medium *fellow Femate patedp 9 P plod P Clearwatts 4 9 Started
- solutions ko the island. executed. Still there are some dates that have been owerpazsed. 2022
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Fiaizing awareness of the end-uzers. Most equipment s will be By the end of 1t quarter
WwWP6_10| Tes Sep-21 Sep-21 Misuze of the solutions From the end users EDA  Mzer-Felated WeryHigh | Medium Orange Remate | installed in Facilitie  owned by the Azores Government, They willbe | EDA, RGA and EDF 4 2032 1 Started
responsible for the correct use of the equipments
E b with the living F Fthe local ity. S |
wWP6_11 WFE Sep-21 Sep-21 Foor communication { engagement plan EOF  Jser-Relate Hiagh Lo *fellow Remote nga.gemen " = ving .orceso © oeal communiy. Severa EDA, RGA and EDF B the end of 2021 Started
- meetings were performed with local testers.
Dielays due b terialt I Acqui terial I il
wWPE_12| Tei Oet-21 Fab-22 s dus ta aw matenall companents | peacer | Technical | WeryHigh | High Preseny |DC3ure matenalas sary as passiblz EFACEC IH0T023 In progress
- shortage for Hybrid Transformer manufacturing. FResorting to alternativednew suppliers.
Int diate tests in different Facturing ph. b th
WPE_13| Tea Apr-21 Apr-22 Lab testing failure EFACEC | Technical | Yery High Low Orange | Imminent niermediate tests In CErEnt manurachuring phases 1 ensure the EFACEC End of 2022 In progress
— correct operation before the final test.
Delays due to diffizulties in hiring human
resources specialized in power electronics may Contact universities For recruitment
WPE_14| T Ot-21 Feb-22 impact the Forezeen deadlines andfor make it EFACEC | Technical High High Orange Present A L . i EFACEC owoNz0z: In progress
- ) N Fricritize the hiring of this type of resource.
hard to cope with some of the requirements
considered
Failure to comply with EDA speific . " " . . . .
wWPE_15 TEA Oct-21 Bpr-22 requirements EFACEC | Technical | Wery High Low Orange Present  [Find a solution to test according to compromise with EDA. EFACECIEDA 30Nz Inprogress
Extra space for transformer, bypass cabinet and
regulator cabinet needed (1500mm . " . Olbtain the characteristics of the site prior ko the installation and
TEZ Dec-21 Bpr-22 EFACEC | Tech | [ WeryHigh | WeryL ‘el [ t EFACEC I0A0f20zz [
wWHE_16 e P 1F00mm300mm + BSImmeA00mma350mm + fannica =g sryLow v mminen review the design of the equipment if needed. " pregress
1000mm1320mmsSElmm)
WPB_1? TEZ Oct-21 Feb-22 Industrial low woltage supply may not be available| EFACEC [ Technical High High Orange Imminent | Detailed study on necessary changes and equipment at the site EFACECIEDA 0032023 Mot Starked
I i int F the hybrid
WPE_18| Te# Det-21 Feb-22 MPrORET operation St maintenance of the M| ErACEC | Technisal | Medium Low Yellow | Imminent (Inclusion of the ByP ass cabinet, EFACEC/EDA IMOH023 Inprogress
— transformer voltage regulator
WwWPE_19 TE4 Oct-21 Feb-22 Poor quality cellular signal EFACEC | Technical High Low “ellow Imminent | se signal amplification equipment. EFACEC/EDA 02023 Mot Starked
Olpreerati Fail due t leity of th Surveil F th tion through EF ACEC platform b
WPE_ 21 Tes Oet-21 Feb-zz peration may fail due to somplesity of the EFACEC | Technical | ¥eryHigh |  High I | o anee OF te Gperation fhroug prattam s EFACEC End of praject hot Started
— system anticipate possible faults
[ ti tart will be delayed due t Estimate the delays in ad b b major i ton th
WPE_ 22| Tes apr-21 Bpr2z peration start wilbe celaged dusta EFACEC | Technical | High | WeryHigh Imiminent | ot e dElSIn Ao Lo prevent majarimpact on the EFACEC/EDA 1022023 In progress
— development difficulties project
- . . . - . Fartners that have .
Inzufficient maturit ket trati f Ath h anal F ezt delz, the select; F th t 1 th after rizk
wWP7_1 74 Sep-21 Sep-21 nsdhisent maturity or market penetratan o ETRA Business | Medium Medium ‘ellow Femate °'°f‘g analysts of exls .|ng IT!O < the selestion ot the mas developed business men . a. er.rls Mot skarted
- selected models appropriate uge and evaluation will be conducted. materialization
models
- Use several sources of raw measurement data ko minimize the
Inulfcient or sorrupter raw measurement data errar possibility, Conduck a pre-evaluation procedure of the Filat respansibles, data imanth after rizk
WP?_2| 17T Sep-21 Sep-21 collected from demonstrations to be used far CERTH Technical High Medium ‘rellow Femote P 4 . . P " _p . L p ' e Mok started
- . measured data to identify pozsible corruption or insufficiency and collection partners materialization
the evaluation process N .
repeat part of the measurements if required.
Insufficient feedback collected from end-users Organize several meetings with endusers, prepare feedback Forms Filot respansibles, data {manth after risk
wWP7_3 T Sep-21 Sep-21 during demanstration phase to be used forthe | CERTH [ Technical High Medium | ellow Remate |in close co-operation with endusers, repeat end-user feedback . ' e Mot started
i K ) collection partners materialization
evaluation process. collection procedure if needed
Mizzing skills in th ti Esperienced part ith I t t ] 1 th after risk
WP _ 4| 17T Sep-21 Sep-22 ISSIng.S ! _S " e.consor Ium. ETRA Business | WeryLow | WeryLow Green Cloze ApETEnze p.ar TIEIS Wit Gamplementary eamptenses an WPT Participants man . a. EI.IIS Mok started
- when facing innowation and buziness challenges eehmieal access bo awide pool of knowledge and resources. materialization
echinica
WP7Z 5| 173774 Sep-2! Sep-2! The rigk that technology investments will Bu:::jess EBusiness High VeryLow ellow Femate Specific plans For effectively mitigati?g obsoles.cence rizk will be Technical jand Buszinezz 1 mont}:\ a.Fter-risk Mot started
- become obsolete. i done For each product produced during the project deweloping partners materialization
develaping
partners
Ir:u:lclent details |:| the .specmcatl:n Tr J Pilot User All relevant partners will participate in the iterative process of the 1 month sfter risk
WP7_E | TiiTR2 Sep-21 Sep-21 the demanstratars” requirements that lead ta High | Medium | Orange | Femote |definition of information models and interoperability specification ETRA 1 Nat started
- incomplete information models or poor Fartners related o N . ) materialization
) - in line with overall project rationale
inter operability among systems
o Itis impartant ko develop a fexible attitude towards the adaptation " .
WP7 7 TILTRE Jun22 Sep2s External consequences may affect the feasibility ETRA, Technical High High o o  the busi el he changi e that aff. " UC rezponsible before the elaboration of |
un-: ep- ‘echnical i i range oze n progress
- TP Tv4 P of certain Use Cases development. CERTH 9 g g o t_ e busines= models to the changing eutemnalities that affect the partners task prag
business models.
Limited partizipation of LH and Fl stakeholders
inthe engagement actions and co-creation
initiatives as researchers and citizens should \ser 1-on-1 remate consultations with the stakeholders on the izlands,
wP8 1 T2 Jul-21 Sep-21 awoid the personal contact that enables the Hanze Frelat -d High Low ‘ellow Close  |whereby agreements are made about the Form of cooperation, the Hanze xzozl Implemented
- elate
COWID3-wirus transmission. This risk is now way in which information is provided and within what period.
lower due ko the end of the COVID re=ctrictions
and high vaccination rates.
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Limited participation of LH and Fl stakeholders
inthe engagement actions and co-creation
initiatives as researchers and citizens should u 1-on-1 remote consultations with the stakeholders on the islands,
zer-
wFP8_2 T2 Jul-21 Sep-21 avoid the personal contact that enables the EREF Frelated High Medium Orange Close | whereby agreements are made about the form of cooperation, the EREF atanznz1 Implemented
COVIDNS-virus transmission. This risk is now way in which information is provided and within what period.
lower due to the end of the COVID resctrictions
and high vaccination rates.
Difference in the degree of experience and Keeping close contact with the island represent atives in WPE and
knowledge regarding Stakeholder and Citizen transferring and sharing as much existing knowledge and
. X \User- . ; - X
WP8 3 Tez Jul-21 Sep-2t Engagement on the izlands, which means that EFEF Medium Medium Vellow Clase expenenc.e [best pracftlces] a§ possible. In this cont.ext. ) EFEF a0z Implemented
- the usefulness of the Toolboy can be [more) Fielated presentations were given during the WPS consultations inyear 1on
limited, especially on islands with lezs Familiarity the barriers and needs as well as the best practices regarding
and experience. stakeholder engagement at the LHI= and the Fls.
FTEpare as muth 35 POSSIDIE 10T (e QEUEI0PMENT aNd Qelvery oF
Limited pozsibilities to organize physical the remote workshops. This means that obtaining the neceszan
workshops on the participating islands due to u information on alocal scale to shape the content of the
zer-
wWPE 4 T3 Jul-21 Sep-21 COYID-13 measures. This is not only limited to MEC Frelated High Medium Crange Imminent | workshops must be arganized by the islands themselves. Guidance MEC INE022 In progress
the workshops themselves, but also affects the in the dewvelopment and delivery of the workshops will also take
preparation of the workshops. place remotely in cloze coordination between the Taskleader and
the islands.
Bz an extension of Nk WHRS_d the extent to TN 2N close contact With the 121and representatives in WS and
which crowdfunding for RE investments can be transter and share as much existing knowledge and experience
applied az a concept [partly) depends anthe \User. [best practices) as possible. In this regard, prezentations were
wWP8_ 5 T4 Jul-21 Sep-21 extent to which stakeholders on the islands are MEC Felated High Medium | Orange | Imminent | made during the year 1WPS consultations an the barriers and MEC a0 In progress
[want to] be involved in RE investments. & low needs, as well as best practices regarding stakeholder engagement
lewvel of stakeholder involvement in RE with the LHIs and the Fls. With regard to crowdfunding specifically,
inuestments s assnniated with 3 low lewel oF Elefamnhasjsmuuwhuﬂaced.nl?ﬁhe_heqaﬁbsﬂ%mihjeand
eFore initiating activities partners will be involsed and contacted
to contribute to WP and the respective tasks. Furthermore regular
[ewery & weeks) WP meetings are organized in which an update of
Underperforming partners - Low quality of work, | Alltask User- iz being di i i
wpPg 6| wee Jul-21 Sep-22 P ap: quatly High Low Vellow | Remate | e Proaressper Taskisbeing discuszed. The expectations with MEC sontinusus Implemented
— low level of commitment leaders Related reqard o the contribution of partners are also discussed.
Separately the WF leader together with the Task leaders have
reqular meetings [every B weeks) to dizcuss the progress per Tazk
inel hariers needs and actions to he taken Blest to that_alen 1-nne1
Froper internal peer review procedures are in place, to ensure
Ta.1,T9.2, Underperforming partners; CERTH. . i i i i in a il . .
wWP9 1 Oet-20 Sep-22 P . ap . General Medium Liow “fellow Remaote quality of the de|l|.'9h.ab|es and_thelr preparation in a fimely ma.n_n.er ENG BEythe end of the project Started
— | T:TI4 Liow quality of work? deliverables, delays, ete. ENG Fiegular WF & technical meetings are held to ensure that activities
are reamlined, and leszons learnt are shared.
Conlinuous communicaton between Al the parners. The P,
STM and QAM will work on problem solving during the project.
Ta1, Taz Technicalt administrative disagreement, neceszar che Flenar Eioar?:l will decide thegri it sgolutign I Eythe end of 1st quarter
WwFP9_2 o Oet-20 Oct-20 cooper ation problems among partners, lack of ENG Technical | Mediam | YeryLow ‘ellow Femote N o ! R . g N EDF Y k Started
= T9.3,79.4 . aecording to the CA. The PC iz responzible of zolving 2022
staff competences at the island level T L L
communication problemns, establizhing communication flaws and
methods and calling o hilateral mestinns i alznin
Ta1, 742, Underestimation of required resources For CERTH, . Iterative design and development methodaology with prioritized
WP 3 Qet-20 Oet-20 = i General | Medum | VeryLow | Yellow | Remote e deslg P 94 Wi P CERTH, ENG CERTH,ENG Stanted
— T9.3,T9.4 realizing 1ARNOS EMNG functionalities
Ta.1,T9.2, Proar knowledge transfer from LHs to Fls " Active participation and mentoring of stakeholders, sufficient Eythe end of 1zt quarter
WP 4 Qet-20 Oet-20 A =4 ’ ENG | General | High | VemLow | Yellow | Remaote partieip 9 ! CERTH, ENG 4 9 Stanted
- T3.3 hinders replication planning resources, staff exchange and practicing sessions 2022
. . A . 18RS will work closely with the DPOs to ensure that data and
T44,Ta.z, Security and data privacy protection issues that Froject User- " "
Oct-20 Oct-20 Medium [ YeryHigh “fellow Fiemote i ian wil i EDA, RGA and EDP Euythe end of 2021 Started
WPS—S T9.3,T9.4 could be in conflict with EU requlations Fartners FRelated yhig personal infarmation wil be kept secure, processed fairly and Y
S prE——— o communication with external initiatives responsibles.
L rate of partners' availability and engagement | RIRA + N . "
TIOA, TI0.2, " Task leader action to promote initiatives dedicated to .
wWPi0 1 Sep-21 Sep-21 in cid acitivities; low participation to MEC + General Mledium Lo ‘ellow Present . P Task leaders End of the project Started
el TIO3 ) o underperforming partners
dissemination events EREF
Missing or insufficient data protection control
from the consortium in managing CiD activities . . . - .
WPI0_ | Tioa, T2, User- FillA o organise a session giving guidelines on GOPF issues for
- Sep-21 Sep-21 ihi i i RirA Medium Lo ellow Cloze RIMA, + all End of the project Ongainy
2 Ti03 P P SI..ICh as publlsi.nng se.n-sltlue data and images related D, including ta dofta avoid praj going
without collecting official consent through
1ANOIS communication channels
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2 |ANOS

Impossibility to organise events, workshops and . . . -
WwWP10 O TI02 meetings quarantesing the phusical presence of Tazk leader action to promote and organise initiatives through Until restrictions last and
- e Sep-21 Aug-22 9=3 . 9 the pi P RirA General Low Low Green Freszent |streaming channels and remote-based platforms o allow Task Leaders roject duration toincrease Ongain:
3 T2 P 9 the consortium members, to promate the 9 P pral 9eing
i dissemination activiti c;ue tothe . engagement of consortium members and stakeholders in the field, reach
Too many results identified and consequent - . . . .
wP10 Clusterisation of results in main categaries ta be developed in
- T4 21tset Sep-21 difficulty in deweloping a coherent strategy For RirA Business | Medium Medium Yellow Cloze . . : .g P RiIMA + KER owners End of the project watch
) ping 'y
4 otation deep according to main characteristics
explol
Enabling technologies too Far from the market . . .
WP Monitor closerly technic.al development and Follow existin
- TG 2ltset Sep-21 to promotefcomply with standards on the RilrA Business High Wery Low ‘rellow Femate . ! . P 9 Technology developers End of the project Motk skarted
5 ret normative and standards in early phazes
mar
Difficulty to engage palicy makers in lANOS " " "
wWP10 Policy makers at local lever will be engaged more via
- Tz Hiset Sep-21 project, reduced pportunities also dustocouid | EREF | General | Medum | Medum | Yellow | Femate A ) 923 all End o the project hot started
[ wictions formalfinformal meetings to scale up the reach
restric

Table 4 Risk Register for all work packages of IANOS including impact assessment on the project, likelihood of each risk, Risk Zone identification,

mitigation measures and deadlines for mitigation
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2 InNOS
6 Conclusion and Future Work

This deliverable compiled the risk assessment methodology and risks identified in IANOS project on
the first two years of the project. Due to the dynamic nature of the risks, and the importance of
identifying them as soon as possible, efforts are made to maintain the risk register as a living
document and to update it as necessary by all responsible partners. To comply with these constant
updates, this Deliverable - Quality Assurance, Risk Assessment and Contingency Plans - is updated
and submitted every year and intends to be a formal way of following IANOS risk register.

The project has already in place a quality assurance procedure to ensure it meets the high-quality
standards and impacts defined in the Grant Agreement. Until this point, this quality assurance
procedure was applied to the different deliverables produced and in supporting the final phases of
development of the different technologies. At this stage it will have a key role in the deployment and
implementation on the demonstration sites.

Going through the identified risks, seven of them are in the Red Risk Zone. In fact, most of these
risks are related to the deployment phase that the project is now entering, which is a crucial and very
impactful phase. Due to the beginning of the commissioning and installation of technologies, as well
as the need to start the deployment to meet the project’s goals, the number of risks foreseen by the
partners, as well as their likelihood and impact to the project are much bigger.

Risk WP1_3 relates to the possibility of a partner leaving the consortium. At this moment there is a
non-negligible risk of the partner Bareau leaving the Consortium due to technical difficulties in
realizing one of the technologies to be deployed in Ameland for WP5, the High-Pressure Digester.
The partners involved in this WP, as well as the project coordinator, have been in conversations in
order to come up with a technological solution and a final decision on this issue. The mitigation
measures to this risk should be concluded until the next risk assessment and a conclusion should be
provided. This risk is also related to risk WP2_1, since the unpredictability of the technologies to be
deployed in Terceira mean there will need to be future changes to the technologies’ descriptions taken
into account for the Use Case definitions promoted in WP2. Also risk WP5_2, directly related to the
partner Bareau and the realization of the AHPD, is affected. There are now discussions being held in
order to figure out what are the solutions to realize the High-Pressure Digester in Ameland and ensure
the commissioning of all technologies predicted in WP5.

In the Terceira demonstrator, there are also technology-associated risks in the Red RiskZone. The
first one, Risk WP6_7 is related to the harsh island climate and the need for the technologies to
withstand it, and it is already being solved with the improvement of the IP protection indexes of the
solutions, although there is still no equipment installed in the deployment sites. Risk WP6_12 relates
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to the current raw material and component crisis which is putting at risk the commissioning of the
Hybrid Transformer. The partners in this work package are already aware of this risk and have
acquired the material as early as possible. Still, delays in the deployment may be a possibility. Risk
WP6_21 and WP6_22 relate to the complexity of the system of the hybrid transformer, which may
be the cause of possible delays in development and future operation fails. These risks are being
mitigated by the use of a surveillance platform, and also estimating the predicted delay in order to
adapt project deployment to reduce impacts.

Some delays have also been identified in WP4, specifically related to the iVPP, which explain the
Red Zone for risk WP4_8. This risk was originated in a delay in the development of iVPP-related
components such as the data model to be used by technologies, and the Enterprise Service Bus itself.
This, however, is a risk which is already being solved by applying the mitigation measures presented.
Nonetheless, most of the identified risks are either in the Orange or Yellow Risk Zones. This is due
to the successful mitigation measures that have been identified and put in place. In fact, some of the
risks were updated to the Green Zone since they have either already been passed and solved or their
mitigation measures are now being applied lowering the impact and likelihood of these risks.

All partners have identified not only the risks associated with their activities but also the mitigation
procedures to overcome them. They will now follow closely on the developments of these risks
alongside the Regulation & Standards Manager, the Project Coordinator, and the Project Steering
Committee.

The COVID-19 pandemics as well as the current war situation in Europe have affected some of the
supply chains which delivered materials and components to the technologies being deployed in
TANOS’s pilot sites. This may cause delays to the installation and commissioning of some of the
project’s technologies but should not put at risks the operation of the use cases and testing of

innovative technologies and methodologies in Terceira and Ameland, as expected.
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8 Annex

The Risk Register applied in IANOS is composed of the following columns:

e Risk ID: Identifies the risk number. All risks that were already treated must keep the same
ID member to avoid having different risks with the same ID number.

e Task: Task to which risk is associated

e Date of risk’s identification: The date when the risk was identified

e Registration Date: The date of the most updated record of the respective risk

e Risk Description: Brief description of the risk, it should be concise describing all the relevant
matters related to its actual cause

e Risk Type: Characterizes the risk according to its nature (General, Technical, User-Related
or Business)

e Impact, Likelihood, Risk Zone: The level of impact and likelihood determined in the risk
analysis (from Very Low to Very High) as well as the resulting colour from the risk matrix
(green, yellow, orange or red)

e Imminence: The type of risk (Present, Imminent, Close, Remote) according to the expected
time to occur and impact project results.

e Mitigation Measures, responsible, deadline, status: Measures to mitigate the risk, the
responsible for those measures and the deadline for its implementation. The status of the

mitigation measure should also be described (in progress, finished, cancelled, not started, etc)
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