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Executive Summary 

This deliverable D1.7 – Quality Assurance, Risk Assessment and Contingency Plans, second version 

– presents quality assurance and risk management procedures adopted in the project IANOS. It 

outlines a framework for assessing the quality structure as well as the deliverables produced by all 

the project partners. The present deliverable is an updated version of Deliverable D1.6 with the same 

title. 

The detailed Risk Management plan defines clear guidelines on how to identify and classify the risks 

in terms of type, impact, likelihood and imminence. With all these defined, it determines the Risk 

Zone into one of four colours depending on the severity of the risk. This helps to easily identify the 

risks that can impact the project the most. From the identification provided by the partners, all the 

risks with more impact to the project already have implemented or ongoing mitigation measures 

drafted by the responsible parties. 

The risk register is a living document for all the partners to update as frequently as needed to ensure 

that risks are managed on time and proper mitigation measures can be applied to minimize the impact 

in the project.  
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1 Introduction 
1.1 Purpose and scope of the deliverable 

In large scale research project with several partners coming from all over Europe, it is important to 

guarantee that the outcomes of the research meet the quality standards and the impacts defined in the 

Grant Agreement. 

In this deliverable D1.7 – Quality Assurance, Risk Assessment and Contingency Plans, second 

version – presents IANOS’ plans and structure to ensure the quality of the work developed by the 

consortium. The risk methodology is detailed to guarantee the harmonisation of the risk identification 

and classification throughout the project. It aims to define clear guidelines in risk classification and 

ensure the alignment of the Project Coordinator, Project Steering Committee and WP and Task 

leaders. 

 

1.2 Structure of the deliverable 

The first chapter of this deliverable introduces the main objectives of the document as well as its 

relationship with other tasks. The second chapter defines the quality assurance plan of the project. 

The risk management process is explained and detailed in the third chapter while the definition of 

the mitigation and contingency plans are defined the fourth chapter. Finally, the fifth chapter details 

all the identified risks and mitigation actions of the project, and the conclusions are presented on the 

sixth chapter. In the Annex, one can find the risk matrix template used by all partners to keep track 

of identified risks. 

 

1.3 Relation to other deliverables 

This deliverable needed some inputs from the Project Management Handbook from Task 1.1 where 

the project management structure is defined as well the quality assurance procedures. 

Moreover, Task 1.3 and its deliverables are linked to Tasks 5.2 and 6.2 since they are related with 

Ameland and Terceira Deployment Plan and Risk Management. 

 

2 Quality Assurance Plan 
 

IANOS Quality Assurance Plan aims to ensure the consortium is regularly meeting all the project’s 

objectives and expected impacts described in the Grant Agreement. Moreover, the Quality Assurance 

Plan focuses on guaranteeing that IANOS’ outputs are aligned with agreed protocols and standards 

as well as ensuring that internal and external communications are aligned with IANOS’ vision. 
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The Project Management Structure presented in D1.1 – Project Management Plan – and shown in 

Figure 1, describes all the consortium bodies that form the Project Steering Committee. The 

Regulation & Standards Manager (RSM) plays a crucial role in the Quality Assurance Plan since it 

is responsible for quality and timely delivery of required reports, along with identification of main 

areas of possible risks and promotion of appropriate contingency activities. Additionally, the RSM 

is also responsible for assuring that all the reports conform to a common format and identity. Work 

Package (WP) Leaders are also essential to ensure project’s quality as they are responsible to manage 

the progress of their WP deliverables.  

Along with the RSM, WP Leaders assure that deliverables and other reports are submitted on the 

expected delivery due dates and are subject to the quality review procedure involving two reviewers 

per deliverable with a goal of having a first reviewer involved in the task and with right expertise to 

provide content-wise evaluation, and a second reviewer, a partner not involved in the task capable of 

providing a more high-level revision. The reviewers’ list per deliverable is published on the project’s 

Sharepoint. 

To facilitate the reviewing process and ensure the delivery on time, the consortium will proceed with 

the following timeline, considering MX as deliverable deadline: 

• 12 weeks to MX: main author concludes Table of Contents; 

• 10 weeks to MX: main author identifies partners’ needed contributions and facilitate this 

process by creating a shared online document; 

• 8 weeks to MX: main author provides the deliverable to the WP leader, outlining its status in 

terms of major missing contributions; 

• 6 weeks to MX: all missing contributions solved together by WP leader and author. Content 

is ready to be polished-up and integrated in its final version; 

• 4 weeks to MX: main author concludes deliverable and sends it back to first reviewer; 

• 2 weeks to MX: main author integrates first reviewer inputs and sends it back to second 

reviewer; 

• 1 week to MX: main author integrates second reviewer inputs and shares final version with 

the Project and Technical Coordinators; 

• MX: Project Coordinator submits the final deliverable in the H2020 portal. 

Moreover, WP Leaders also communicate any identified risk to the Project Coordinator (PC) as well 

as notify in any situation where a partner is not fully complying with its agreed duties. In case there 

is some deviation of what is in the Grant Agreement, WP leaders should inform the PC, who should 

discuss possible changes in the Grant Agreement with IANOS’ Project Officer (PO).  
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Figure 1 - IANOS Management structure 

The work plan per WP displayed in D1.1 are planned to be updated every three months by the WP 

leaders and sent to the PC who will accept or not the proposed changes. In case the updates are 

accepted, the most updated version should be presented at the Project Steering Committee meetings. 

 

 

Both Project and Technical Coordinators are responsible for following, regularly, WPs’ progress. 

Furthermore, to guarantee the success and quality of work of demonstration activities in Ameland 

and Terceira, a particular attention should be given for WP5 and WP6, respectively. 
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3 Risk Management Plan 
 

Risk Management undertakes a crucial role in the project management structure since it supports the 

path towards a successful completion of project goals. Risk Management should be led by each WP 

leader together with the Regulation & Standards Manager, the Project Coordinator, and the Project 

Steering Committee. Every risk has a Risk Owner, who is the responsible for managing the risk and 

will be the focal point for the respective risk. Normally, the Risk Owner might be the Task Leader, 

the WP Leader or other project members. 

 

3.1 Risk Management process 

All Risk Management activities are listed in a Risk Register (Annex 1), stored in the project’s 

Sharepoint which is a tool for reporting risks and its respective mitigation measures, amongst other 

factors. The Risk Register is a crucial tool for Risk Management since it gives a clear and detailed 

overview of all the risks that might impact the success of the project. 

The Regulation & Standards Manager and the Project Coordinator are responsible for reviewing and 

updating the Risk Register every 6 months, while Risk Owners need to continuously update the 

information regarding the respective risk. In order to facilitate this process, Risk Workshops are 

organized, which consist of physical meetings or videoconferences to discuss and revise the status of 

the risks previously identified in the Risk Register and to update with the new risks and new 

mitigation measures. All Risk Owners and WP Leaders should be present in the Risk Workshop, as 

well as the partners involved in the risks. 

The Risk Management Process applied in IANOS project is aligned with ISO 31000 standard [1] and 

accordingly consists of 4 main parts as it displayed in Figure 2. The Risk Register is compliant with 

the Risk Management Process and it is essentially a way of registering all the activities of the Risk 

Management Process in a unique document. 
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Figure 2 - IANOS Risk Management Process 

3.1.1 Risk Assessment 

This step provides inputs to decisions by understanding risks, their causes, consequences and their 

probabilities. The Risk Assessment applied in IANOS project is in line with ISO 31000 standard and 

accordingly divides itself into three stages: Risk Identification, Risk Analysis and Risk Evaluation. 

3.1.1.1 Risk Identification 

Risk Identification is the process of finding, recognizing, and recording risks with the goal of 

identifying what might compromise the achievement of the objectives of the project. 

Although there are specific partners dedicated to risk management, risks could be identified by any 

project member at any given time. However, they should go through the Task Leaders as risk owners 

and then to the WP leaders as part of overall WP responsibility in the respective boards with the 

Project Coordinator. The risks identified should be reported in the Risk Register. 

 

3.1.1.2 Risk Analysis 

Risk Analysis requires understanding the risks and determining the impact and the likelihood of the 

identified risk events. 

The information gathered in the Risk Identification process will support risk owners, site managers 

and the PC in performing the Risk Analysis. Since all the risks are analysed with the same 

methodology, risk analysis allows to facilitate the process of prioritizing actions and thus start 

addressing the highest-level risks. 
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In the Risk Analysis, a qualitative analysis is performed according to risk’s impact in the project and 

the likelihood of the risk event to occur. 

Concerning risk’s impacts, Table 1 ([2] and [3]) proposes a classification for different impact types 

such as Cost increase, Time increase, Scope change, Quality reduction and Operation Failures. 

Impact Name Cost Time Scope Quality Operation 

Very High >40% increase >20% increase Project end 

item is 

useless 

Project end item 

is useless 

Major 

operational 

accident 

High 20-40% 

increase 

10-20% 

increase 

Change not 

acceptable to 

the sponsor 

Unacceptable 

quality reduction  

Significant 

operational 

accident 

Medium 10-20% 

increase 

5-10% 

increase 

Major scope 

change, 

requires PO’s 

approval 

Quality 

reduction 

requires sponsor 

approval 

Irreversible 

operational 

failure 

Low  < 10% increase < 5% increase Minor scope 

change 

Minor quality 

reduction 

Operational 

failure 

Very Low Insignificant 

change in cost 

Insignificant 

delay in 

schedule 

Scope 

decrease 

barely 

noticeable 

 Quality 

degradation 

barely noticeable 

Minor 

operational 

impact 

 

Table 1 - Classification of the impacts 

 

Regarding risk’s probability, it is proposed the following classification: 

 

Name Description 

Very High Event highly likely to occur 

High Event likely to occur 

Medium Event possible to occur 

Low Event unlikely to occur 

Very Low Event highly unlikely to occur 

 

Table 2 - Risk probability classification 
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After assessing the impact and likelihood of the risk, the risk level should be determined according 

to the risk matrix shown in Figure 3. There are 4 risk zones: 

 Green: low risk level 

 Yellow: medium risk level 

 Orange: high risk level (critical zone) 

 Red: very high risk level (critical zone) 

 

  Impact 

Probability Very Low Low Medium High Very High 

Very High 11 16 20 23 25 

High 7 12 17 21 24 

Medium 4 8 13 18 22 

Low  2 5 9 14 19 

Very Low 1 3 6 10 15 

Figure 3 - Risk classification matrix 

 

Moreover, the risk analysis should also specify the imminence of the risk. As it shown in Table 3, 

this category shows if the risk is already present or if it will be soon. 

 

 

 

 

Imminence Description 

Present Risk is already present and is likely to continue until mitigated 

Imminent Risk will likely occur within the next 3-6 months 

 

Close Risk will likely occur within the next 12 months 

 

Remote Risk will likely occur within the lifetime of the project 

 

Table 3 - Risk imminence description 

3.1.1.3 Risk Evaluation 

Risk evaluation uses the results from the risk analysis to make decisions about future actions. In Risk 

evaluation, appropriate strategies to address the risk are proposed as well as possible mitigation plans. 
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Every risk whose risk level is in the orange or red zone of the risk matrix (Figure 3) is considered a 

critical risk and should be communicated to the Regulation & Standards Manager (RSM), the Project 

Coordinator and the Project Steering Committee to assure a rigorous and continuous monitoring. 

Critical risks will be closely followed by the RSM, the Project Coordinator and the WP Leader. 

Moreover, the WP Leader is responsible for communicating with the risk owner of the critical risks 

to be continuously updated regarding their status and be able to present those updates in Project 

Steering Committee meetings. Regarding risks which are not located in the orange and red area, the 

WP leader should also follow them closely to assess if they change the risk level and if they require 

a different treatment. All the risks should have a mitigation plan, however critical risks require a 

more extensive description. 

Concerning risk’s imminence, every risk that moves from being imminent to present needs to be 

raised immediately to the WP Leader and the Project Coordinator. Additionally, informing the WP 

Leader earlier is recommended. 

 

3.1.2 Risk Treatment 

This step consists of selecting and applying the most appropriate strategy from the ones defined in 

Risk Assessment to mitigate the risk and reduce as much as possible the negative impact on the 

project. This selection will be performed by the Project Coordinator together with the Risk Owner as 

well as with other relevant partners if required. Mitigation actions need to be initiated and followed 

up by the respective Risk Owner, who coordinates with the responsible partners and the WP Leader, 

who subsequently coordinates with the PC.  

 

3.1.3 Communication and Consultation 

Successful risk assessment is dependent on effective communication and consultation with 

stakeholders and project members. This step ensures that the interests of stakeholders are understood 

and that all project members are aware of the risks of the project. Accordingly, project risks, mainly 

critical risks, are presented in Project Steering Committee meetings to keep all the consortium 

partners informed. 

 

3.1.4 Monitoring and Review 

Risk Management is a continuous and iterative process, therefore risks need to be monitored and 

reviewed on a regular basis to assure all the assumptions, mitigation actions and results from risk 
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analysis still remain valid. Accordingly, Monitoring and Review consists of verifying the compliance 

with the mitigation plan defined, assuring the implementation of risk response measures, determining 

the effectiveness of these measures as well as identifying any changes that could impact and change 

the risk level. Monitoring and Review is performed by the respective Risk Owner who is responsible 

to assure that the deadlines for the mitigation measures are respected and to perform a periodic 

revaluation of the risk. The Risk Register should be updated every 6 months, however this time can 

be adjusted for some risks if required. 

All consortium partners, WP Leaders and the Project Coordinator are responsible for the risk 

management procedure to guarantee that all kind of risks are identified and well managed. 

An initial risk assessment was already performed during the proposal stage, identifying project and 

WP’s risks and proposing mitigation plans. Nevertheless, the risk assessment is an ongoing process 

and therefore it needs to be continuously updated. Accordingly, during IANOS’ Kick-Off meeting 

the two LHI ecosystems together with the horizontal partners, performed two separated workshops 

to complement the initial risk assessment of the proposal and further develop the mitigation plans as 

of the start of the project. This focused mainly on the deployment plans of all the technologies that 

are going to be installed and its monitoring process. 

 

3.2 Responsibilities 

 

According to what was described in previous sections, the responsibilities for the different stages of 

the Risk Management Process are represented in Figure 4. Once the risk is identified, the Risk Owner 

communicates to the WP Leader who informs the Project Coordinator and the LH Manager in case 

the risk is related with demonstration activities. Subsequently, the Risk Owner along with the Project 

Coordinator and the LH Manager, if applicable, perform the analysis of the risk by assessing risk’s 

imminence and its impact and likelihood. Afterwards, the Risk Owner, together with the Project 

Coordinator, the WP Leader and the LH Manager, if applicable, propose possible mitigation plans 

and strategies to manage the risk. Critical risks and respective mitigation actions are presented in 

PSC meetings and to the RSM. Once mitigation plans are decided by the Risk Owner, the PC and the 

LH Manager, if applicable, the Risk Owner follows closely the implementation of the mitigation 

action and informs the WP Leader of all the updated. Finally, the Risk Owner is responsible to 

monitor and revise the status of the risk as well as to communicate with the relevant partners of the 

project. 
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Figure 4 - Risk management methodology 



 

15 

 
This project has received funding from the European Union’s Horizon 2020 research and innovation programme 

under grant agreement Nº 957810 

 

 

3.3 Types of Risks 

There are different types of risks that could arise in a project and therefore they can be divided in 

different categories according to their nature. The risks considered in IANOS project will be the 

following: 

 General Risks: 

This type of risk comprises all management and dissemination risks of the project such as 

issues with partner’s performance, existence of disagreement or lack of cooperation among 

partners. 

 Technical Risks: 

These risks represent all the risks coming from project’s implementation and test phases as 

well as risks related to the integration of the technologies demonstrated at pilot sites. 

Moreover, Technical Risks also include all risks that might compromise the commitment of 

the requisites of the Use Cases of the project. 

 User-Related Risks: 

These risks involve all the risks that come from the user such as lack of community 

engagement or data privacy protection issues. 

 Business Risks 

This type of risk covers all the risks related to the success of business models, the replicability 

activities as well as project’s and partner’s reputation. 
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4 Mitigation and Contingency Plans 
 

The definition and implementation of mitigation measures and contingency plans are a key steps 

towards a successful risk management process since they are crucial to reduce the impact that risks 

might have on the schedule, cost, quality, and operation of the project. 

There are different approaches to address risks which consequently influence the type of mitigation 

actions applied: 

 Eliminate: Implement a measure in order to eliminate the risk; 

 Accept: Assume the risk, no major changes are performed to manage the risk; 

 Avoid: Instead of eliminating the risk, eliminates the cause of the risk by adjusting project 

requirements (funding, schedule, or technical requirements). 

 Control: Implement measures to minimize the impact and the likelihood of the risk in the 

project; 

 Transfer: Reassign or share risk’s responsibility to another stakeholder; 

 

The procedure for implementing mitigation actions should go through the following stages: 

 Definition of Mitigation Measures: 

In Risk Evaluation, mitigation measures should be defined by the Risk Owner and other 

relevant partners to minimize the impact of the risk in the project. In case the measures imply 

any change in the scope, budget, schedule or quality of the project, they should be discussed 

and approved in the next Risk Workshop and PSC meeting. 

 Implementation of Mitigation Measures: 

Each mitigation action should have responsible partners. The Risk owner should assure the 

action is performed as expected and inform the RSM and the PC of any unexpected 

occurrence. 

 Risk Review and Monitoring: 

Linked to the Monitoring and Review Stage, after the implementation of the mitigation 

measures there should be a continuous monitoring to guarantee that the approach chosen to 

manage the risk was met and that the risk is managed. 
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5 IANOS’ Risk Management Timeline 
In the following pages, a table is presented with the different risks identified by the partners and ordered by each WP 
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Table 4 Risk Register for all work packages of IANOS including impact assessment on the project, likelihood of each risk, Risk Zone identification, 

mitigation measures and deadlines for mitigation 
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6 Conclusion and Future Work 
 

This deliverable compiled the risk assessment methodology and risks identified in IANOS project on 

the first two years of the project. Due to the dynamic nature of the risks, and the importance of 

identifying them as soon as possible, efforts are made to maintain the risk register as a living 

document and to update it as necessary by all responsible partners. To comply with these constant 

updates, this Deliverable - Quality Assurance, Risk Assessment and Contingency Plans - is updated 

and submitted every year and intends to be a formal way of following IANOS risk register. 

The project has already in place a quality assurance procedure to ensure it meets the high-quality 

standards and impacts defined in the Grant Agreement. Until this point, this quality assurance 

procedure was applied to the different deliverables produced and in supporting the final phases of 

development of the different technologies. At this stage it will have a key role in the deployment and 

implementation on the demonstration sites.  

Going through the identified risks, seven of them are in the Red Risk Zone. In fact, most of these 

risks are related to the deployment phase that the project is now entering, which is a crucial and very 

impactful phase. Due to the beginning of the commissioning and installation of technologies, as well 

as the need to start the deployment to meet the project’s goals, the number of risks foreseen by the 

partners, as well as their likelihood and impact to the project are much bigger.  

Risk WP1_3 relates to the possibility of a partner leaving the consortium. At this moment there is a 

non-negligible risk of the partner Bareau leaving the Consortium due to technical difficulties in 

realizing one of the technologies to be deployed in Ameland for WP5, the High-Pressure Digester. 

The partners involved in this WP, as well as the project coordinator, have been in conversations in 

order to come up with a technological solution and a final decision on this issue. The mitigation 

measures to this risk should be concluded until the next risk assessment and a conclusion should be 

provided. This risk is also related to risk WP2_1, since the unpredictability of the technologies to be 

deployed in Terceira mean there will need to be future changes to the technologies’ descriptions taken 

into account for the Use Case definitions promoted in WP2. Also risk WP5_2, directly related to the 

partner Bareau and the realization of the AHPD, is affected. There are now discussions being held in 

order to figure out what are the solutions to realize the High-Pressure Digester in Ameland and ensure 

the commissioning of all technologies predicted in WP5. 

In the Terceira demonstrator, there are also technology-associated risks in the Red RiskZone. The 

first one, Risk WP6_7 is related to the harsh island climate and the need for the technologies to 

withstand it, and it is already being solved with the improvement of the IP protection indexes of the 

solutions, although there is still no equipment installed in the deployment sites. Risk WP6_12 relates 
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to the current raw material and component crisis which is putting at risk the commissioning of the 

Hybrid Transformer. The partners in this work package are already aware of this risk and have 

acquired the material as early as possible. Still, delays in the deployment may be a possibility. Risk 

WP6_21 and WP6_22 relate to the complexity of the system of the hybrid transformer, which may 

be the cause of possible delays in development and future operation fails. These risks are being 

mitigated by the use of a surveillance platform, and also estimating the predicted delay in order to 

adapt project deployment to reduce impacts.  

Some delays have also been identified in WP4, specifically related to the iVPP, which explain the 

Red Zone for risk WP4_8. This risk was originated in a delay in the development of iVPP-related 

components such as the data model to be used by technologies, and the Enterprise Service Bus itself. 

This, however, is a risk which is already being solved by applying the mitigation measures presented. 

Nonetheless, most of the identified risks are either in the Orange or Yellow Risk Zones. This is due 

to the successful mitigation measures that have been identified and put in place. In fact, some of the 

risks were updated to the Green Zone since they have either already been passed and solved or their 

mitigation measures are now being applied lowering the impact and likelihood of these risks. 

All partners have identified not only the risks associated with their activities but also the mitigation 

procedures to overcome them. They will now follow closely on the developments of these risks 

alongside the Regulation & Standards Manager, the Project Coordinator, and the Project Steering 

Committee. 

The COVID-19 pandemics as well as the current war situation in Europe have affected some of the 

supply chains which delivered materials and components to the technologies being deployed in 

IANOS’s pilot sites. This may cause delays to the installation and commissioning of some of the 

project’s technologies but should not put at risks the operation of the use cases and testing of 

innovative technologies and methodologies in Terceira and Ameland, as expected.  
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8 Annex 
8.1 Risk Register Template 

The Risk Register applied in IANOS is composed of the following columns: 

 Risk ID: Identifies the risk number. All risks that were already treated must keep the same 

ID member to avoid having different risks with the same ID number. 

 Task: Task to which risk is associated 

 Date of risk’s identification: The date when the risk was identified 

 Registration Date: The date of the most updated record of the respective risk 

 Risk Description: Brief description of the risk, it should be concise describing all the relevant 

matters related to its actual cause 

 Risk Type: Characterizes the risk according to its nature (General, Technical, User-Related 

or Business) 

 Impact, Likelihood, Risk Zone: The level of impact and likelihood determined in the risk 

analysis (from Very Low to Very High) as well as the resulting colour from the risk matrix 

(green, yellow, orange or red) 

 Imminence: The type of risk (Present, Imminent, Close, Remote) according to the expected 

time to occur and impact project results.  

 Mitigation Measures, responsible, deadline, status: Measures to mitigate the risk, the 

responsible for those measures and the deadline for its implementation. The status of the 

mitigation measure should also be described (in progress, finished, cancelled, not started, etc) 
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